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TITLE OF THE INVENTION 



ADDRESS RESTRICTION METHOD, ADDRESS RESTRICTION PROGRAM, AND 

ADDRESS RESTRICTION APPARATUS 

BACKGROUND OF THE INVENTION 



Field of the Invention 

[0001] The present invention relates to address 
restriction methods, address restriction programs, and 
address restriction apparatuses which restrict addresses to 
be used. 

Description of the Related Art 

[0002] As a communication protocol used for the Internet, 
the use of Internet Protocol Version 6 (IPv6) has been 
started. IPv6 uses addresses 128 bits long. In the current 
general use, the higher-order 64 bits indicate data used 
mainly for identifying a path between routers, and are 
called a prefix. The prefix is reported mainly by a router 
to each apparatus in a link managed by the router, and the 
apparatus sets the higher-order 64 bits of its address to 
the prefix. Addresses, such as link local addresses used 
only for communications in the link, other than these 
addresses are actually used, but a description thereof is 
omitted here. The lower-order 64 bits indicate data used 



freely by each apparatus, and are called an interface ID. 
[0003] As a general method for each apparatus to generate 
the interface ID, there is a method called a 64 -bit extended 
unique identifier (EUI-64) for generating a 64 -bit address. 
When the link is structured by an Ethernet, for example, the 
medium access control address (MAC-48) of the apparatus is 
divided into two parts each having three bytes, "ff:fe" is 
inserted between the parts, and, in the most significant 
byte, a bit masked by "02" is inverted to generate a 64 -bit 
interface ID. When the apparatus has an MAC-48 of 
00:80:90:a0:b0:c0, for example, the interface ID is 
0280 : 90f f : f eao :b0c0 . For simplicity, the term apparatus has 
been used, but strictly speaking, it means a network 
interface of an apparatus . 

[0004] Since any method for generating an interface ID 
can be used, there is no guarantee that the interface ID 
generated by the above-described method is unique in the 
link. Therefore, a link local address employing this 
interface ID is used as a tentative address, and whether 
another apparatus is using the same address as the tentative 
address in the same link is checked. This is performed by 
issuing a message inquiring of a multi-cast address called a 
request multi-cast whether another apparatus is using the 
tentative address. The request multi-cast is obtained by 
taking logical OR of "f f 02 : : 1 :f f 00 : 0000" and the lower-order 
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24 bits of the tentative address. When the interface ID has 
the value described above, the request multi-cast is 
" f f 02 : : 1 : f f a0 : bOcO n . 

[0005] When another apparatus is using the tentative 
5 address, it issues a message indicating that the tentative 

address is being used. If a message indicating that the 
tentative address is being used is not issued, the apparatus 
officially starts using the interface ID in the tentative 
address. If a message indicating that the tentative address 
10 is being used is issued, another interface ID is assigned. 

[0006] The interface ID is not necessarily required to be 
generated by the EUI-64 method based on the MAC address. 
Another method may be used to generate the interface ID. 

15 SUMMARY OF THE INVENTION 

[0007] It is an object of the present invention to forbid 
addresses generated by a method which a network 
administrator does not prefer, to be used. 

20 [0008] The foregoing object is achieved in one aspect of 

the present invention through the provision of an address 
restriction method including the steps of obtaining an 
address generated by an apparatus connected to a network and 
identification data unique to the apparatus, determining 

25 whether the obtained address has been generated from the 



obtained identification data unique to the apparatus, and 
sending a message forbidding the use of the obtained address 
according to the result of the determining step. 
[0009] The foregoing object is achieved in another aspect 
of the present invention through the provision of an address 
restriction program including the steps of obtaining an 
address generated by an apparatus connected to a network and 
identification data unique to the apparatus, determining 
whether the obtained address has been generated from the 
obtained identification data unique to the apparatus, and 
sending a message forbidding the use of the obtained address 
according to the result of the determining step. 
[0010] The foregoing object is achieved in yet another 
aspect of the present invention through the provision of an 
address restriction apparatus including connection means for 
connecting to a network and for obtaining an address 
generated by a device connected to the network and 
identification data unique to the device, and determination 
means for determining whether the obtained address has been 
generated from the obtained identification data unique to 
the device, wherein, the connection means sends a message 
forbidding the use of the obtained address according to the 
result of the determination means. 

[0011] Further objects, features and advantages of the 
present invention will become apparent from the following 



description of the preferred embodiments with reference to 
the attached drawings . 



BRIEF DESCRIPTION OF THE DRAWINGS 



[0012] Fig. 1 is a view showing a use example of a 
network using an apparatus according an embodiment of the 
present invention . 

[0013] Fig. 2 is a view showing the hardware structure of 
a router serving as an address reservation apparatus 
according to the embodiment of the present invention. 
[0014] Fig. 3 is a flowchart showing a collision 
detection processing according to the embodiment of the 
present invention . 

[0015] Fig. 4 is a view showing a processing example 
according to the embodiment of the present invention. 
[0016] Fig. 5 is a view showing a collision detection 
processing according to another embodiment of the present 
invention . 



DESCRIPTION OF THE PREFERRED EMBODIMENTS 



First Embodiment 

[0017] A first embodiment of the present invention will 
be described below in detail by referring to the drawings. 
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[0018] Fig. 1 is a view showing a use example of an IPv6 
network using an address reservation apparatus according to 
the present embodiment. In Fig. 1, a LAN 101 is structured 
by an Ethernet, and is one IPv6 link. The address 
5 reservation apparatus (address restriction apparatus) 103 

according to the present embodiment also functions as a 
router relaying between the LAN 101 and the Internet 102. A 
camera 104 has a network interface for the Ethernet. When 
the camera 104 is connected to the LAN 101, its interface ID 

10 is generated by an EUI-64 method. A PC 105 has a network 

interface for the Ethernet. When the PC 105 is connected to 
the LAN 101, its interface ID is generated by a method other 
than the EUI-64 method, and is, for example, a random number. 
A server 106, to which the camera 104 uploads images, is 

15 connected to the Internet 102. 

[0019] Since the PC 105 generates its interface ID by a 
method other than the EUI-64 method, when the camera 104 is 
connected to the LAN 101 while the PC 105 is being connected 
to the LAN 101, an interface ID generated by the camera 104 

20 may collide with the interface ID which the PC 105 is using. 

The router 103, serving as the address reservation apparatus 
(address restriction apparatus) according to the present 
embodiment, reserves interface IDs which the camera 104 may 
use, and, when the PC 105 generates one of the reserved 

25 interface IDs, the router 103 shows to the PC 105 as if the 



generated interface ID collided with the used interface ID 
and prevents the PC 105 from using the reserved interface ID. 
[0020] The router 103 serving as the address reservation 
apparatus according to the present embodiment will be 
described below in detail. 

[0021] Fig. 2 is a view showing the hardware structure of 
the router 103 serving as the address reservation apparatus 
according to the present embodiment . 

[0022] In Fig. 2 # a CPU 201 executes a program described 
below. A RAM 202 provides an area required for the 
operation of the program. A ROM 203 stores the program and 
holds permanent data required for other operations . A 
network interface 204 includes an Ethernet interface 
connected to the LAN 101, and an interface connected to the 
Internet 102. The LAN-side network interface 204 of the 
router 103 according to the present embodiment is set so as 
to receive any request multi-cast. When it is a message 
inquiring the collision of a tentative address, the CPU 201 
executes a collision detection processing program, described 
next . 

[0023] The collision detection processing program is 
stored in the ROM 203. The router 103 also executes 
programs for implementing general router functions. 
[0024] The collision detection processing program 
executes an address reservation process in which a network 



address generated by an apparatus connected to the network 
101 and the identification data (MAC address) unique to the 
apparatus are obtained, and if the obtained network address 
is not the network address generated according to a 
predetermined rule from the obtained identification data 
unique to the apparatus, a message rejecting the obtained 
network address is transmitted. 

[0025] The network interface 204 is acquisition means for 
acquiring a network address (tentative address) generated by 
each apparatus (for example, the PC 105) connected to the 
network 101 and the identification data (MAC address) unique 
to the apparatus (for example, the PC 105). The network 
address conforms to Internet Protocol Version 6 (IPv6). A 
collision inquiring message includes a network address 
generated by the transmission source (for example, the PC 
105). The network interface 204 also has a function for 
obtaining the identification data (MAC address) unique to 
the transmission source. The identification data (MAC 
address) unique to the transmission source is also included 
in the received message. 

[0026] When the network address obtained by the network 
interface 204 is not the network address (EUI-64) generated 
according to the predetermined rule from the identification 
data (MAC address) unique to the apparatus (for example, the 
PC 105) obtained by the network interface 204, the CPU 201 
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serves as message transmission means for transmitting a 
message (collision message) rejecting the network address 
obtained by the network interface 204. The network address 
generated according to the predetermined rule from the 
5 identification data unique to the apparatus is, for example, 

a network address conforming to the 64 -bit extended unique 
identifier (EUI-64) format. 

[0027] When the obtained network address falls in the 
space (in other words, has a predetermined value ("fffe" ) at 

10 a predetermined position (the fifth and fourth bytes from 

the LSB) of the address) of network addresses (EUI-64) 
generated according to the predetermined rule from the 
identification data (MAC address) unique to apparatuses (for 
example, the PC 105) obtained by the network interface 204, 

15 but the obtained network address is not a network address 

(EUI-64) generated according to the predetermined rule from 
the identification data (MAC address) unique to the 
apparatus obtained by the network interface 204, the CPU 201 
transmits a message (collision message) rejecting the 

20 obtained network address. 

[0028] In the present embodiment, although a network 
address which does not fall in the space (in other words, 
does not have the predetermined value (fffe) at the 
predetermined position (the fifth and fourth bytes from the 

25 LSB) of the address) of the network addresses (EUI-64) 
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generated according to the predetermined rule from the 
identification data (MAC addresses) unique to the 
apparatuses does not match any network address (EUI-64) 
generated according to the predetermined rule, it is not 
5 rejected as an exception. 

[0029] Whether the network address (EUI-64) obtained by 
the network interface 204 falls in the space of the network 
addresses (EUI-64) generated according to the predetermined 
rule from the obtained identification data (MAC address) 
10 unique to the apparatuses is determined by comparing the 

value at the fixed data area (predetermined position) of the 
network address (EUI-64) with the predetermined value 
("fffe" ) . 

[0030] The processing procedure of the collision 
15 detection processing program executed by the router 103 will 

be described next by referring to Fig. 3. 

[0031] In Fig. 3, in step 301, the tentative address (the 
network address generated by the PC 105) included in a 
received inquiry message is obtained, and it is determined 

20 whether the tentative address matches the link local address 

of the LAN-side network interface 204 of the router 103. 
When they match, the processing proceeds to step 306. When 
they do not match, the processing proceeds to step 302. 
[0032] In step 302, it is determined whether the fifth 

25 and the fourth bytes from the LSB of the tentative address 
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are "f f f e" . When they are not "fffe", the processing is 
terminated. When they are "fffe", the processing proceeds 
to step 303. In the process of step 302, it is determined 
whether the tentative address falls in the space of the 
5 network addresses generated according to the predetermined 

rule from the identification data (MAC addresses) unique to 
the apparatuses obtained by the network interface 204. When 
the fifth and the fourth bytes (predetermined position) from 
the LSB of the tentative address are "fffe" (predetermined 

10 value), it is determined that the tentative address falls in 

the space of the network addresses (EUI-64) generated 
according to the predetermined rule from the MAC addresses . 
The fifth and the fourth bytes (predetermined position) from 
the LSB of the tentative address indicate the area of fixed 

15 data in the network address (EUI-64). In step 302, the 

value in the data area of the tentative address is compared 
with the predetermined value. 

[0033] In step 303, the MAC address is recovered from the 
tentative address by the following process. The lower-order 

20 three bytes of the tentative address are saved. Then, the 

tentative address is shifted to the right by three bytes to 
make the lower-order three bytes to zero. The logical OR of 
this value and the saved lower-order three bytes is taken. 
Then, the result and "02:00:00:00:00:00" are exclusive -ORed, 

25 and the lower- order six bytes are used as the recovered MAC 
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address. Then, the processing proceeds to step 304. 
[0034] In step 304, the Ethernet address of the 
transmission source of the request multi-cast received by 
the network interface 204 is obtained. Then, the processing 
proceeds to step 305. 

[0035] In step 305, the recovered MAC address recovered 
in step 303 is compared with the Ethernet address of the 
transmission source obtained in step 304. When they match, 
the processing is terminated. When they do not match, the 
processing proceeds to step 306. 

[0036] In step 306 , a message indicating that the 
tentative address has a collision (has already been used) is 
transmitted to the LAN 101 in response to the inquiry 
transmitted by the request multi-cast. Then, the processing 
is terminated. This collision message is a management 
message rejecting the tentative address. The collision 
message is sent to the LAN 101 from the network interface 
204. In other words, when the network address (tentative 
address) obtained by the network interface 204 is not the 
network address (EUI-64) generated according to the 
predetermined rule from the identification data unique to 
the apparatus obtained by the network interface 204, a 
message rejecting the network address (tentative address) 
generated by the apparatus (PC 105) is transmitted. 
[0037] In the present embodiment, the MAC address is 
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recovered from the tentative address (in step 303) and is 
compared with the Ethernet address of the transmission 
source (in step 305). The interface ID may be generated 
from the Ethernet address of the transmission source 
according to EUI-64 and compared with the interface ID of 
the tentative address. 

[0038] An operation example will be described next by 
referring to Fig. 4. An address 401 is the link address of 
the LAN-side network interface 204 of the router 103. This 
interface ID is any address which is found not to collide 
with the interface IDs of other apparatuses generated by 
EUI-64 in processing similar to the above-described 
processing. An address 402 is the MAC address of the PC 105. 
An address 403 is an example tentative address generated 
from an interface ID generated by the PC 105 in a random 
manner . 

[0039] When the PC 105 sends a request multi-cast 
inquiring a collision with this tentative address 403, since 
the fifth and fourth bytes from the LSB of the tentative 
address are "fffe" and the MAC address recovered from the 
tentative address 403 differs from the MAC address of the PC 
105, which is the transmission source of the request multi- 
cast, the router 103 transmits a collision message. 
Therefore, the PC 105 does not use this tentative address 
403. 
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[0040] An address 404 is a tentative address using 
another interface ID generated by the PC 105 in a random 
manner. In this case, since the fifth and fourth bytes from 
the LSB of the tentative address are not "fffe" , the router 
103 does not send a collision message. The PC 105 will use 
this tentative address officially. 

[0041] An address 405 is the tentative address used when 
the interface ID is generated from the MAC address according 
to EUI-64 by the PC 105. Since the fifth and fourth bytes 
from the LSB of the tentative address 405 are "fffe" and the 
MAC address recovered from the tentative address 405 matches 
the MAC address of the PC 105, which is the transmission 
source of the request multi-cast, the router 103 does not 
send a collision message. The PC 105 will use this 
tentative address officially. When an interface ID 
generated by the PC 105 in a random manner is the tentative 
address 405, no problem occurs. 

[0042] An address 406 is the MAC address of the camera 
104. The camera 104 always generates the interface ID 
according to EUI-64. Therefore, the generated tentative 
address is always an address 407. Even when a collision- 
inquiry request multi-cast is sent with this tentative 
address, the router does not send a collision message. With 
the operations of the router 103 performed so far, it is 
guaranteed that there is no apparatus which uses this 
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tentative address as an official link local address, because 
an MAC address is uniquely assigned to an apparatus. 
[0043] The camera 104 uses an address to which the prefix 
given by the router 103 is attached to access the server 106 
Even in this case, the interface ID is the same as the link 
local address. With this, when the server 106 has data 
indicating the relationship between MAC addresses and models 
for example, the server 106 can identify the model of the 
camera 104 only by the IP address, and can send, for example 
the revision information of firmware. 

Second Embodiment 

[0044] A second embodiment of the present invention will 
be described next . 

[0045] The present embodiment is the same as the first 
embodiment in the use example of the IPv6 network using the 
address reservation apparatus, in the hardware structure of 
the address reservation apparatus, and in the process for 
activating a collision detection processing program 
described next . 

[0046] A network interface 204 is acquisition means for 
acquiring a network address (tentative address) generated by 
each apparatus (for example, a PC 105) connected to a 
network and the identification data (MAC address) unique to 
the apparatus (for example, the PC 105). The network 
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address conforms to Internet Protocol Version 6 (IPv6). A 
collision inquiring message includes a network address 
generated by the transmission source (for example, the PC 
105). The network interface 204 also has a function for 
obtaining the identification data (MAC address) unique to 
the transmission source. The identification data (MAC 
address) unique to the transmission source is also included 
in the received message. 

[0047] When the network address obtained by the network 
interface 204 is not the network address (EUI-64) generated 
according to a predetermined rule from the identification 
data (MAC address) unique to the apparatus (for example, the 
PC 105) obtained by the network interface 204, a CPU 201 
serves as message transmission means for transmitting a 
message (collision message) rejecting the network address 
obtained by the network interface 204. The network address 
generated according to the predetermined rule from the 
identification data unique to the apparatus is, for example, 
a network address conforming to the 6 4 -bit extended unique 
identifier (EUI-64) format. 

[0048] In the present embodiment, even when a network 
address obtained by the network interface 204 does not fall 
in the space (in other words, does not have a predetermined 
value (fffe) at a predetermined position (the fifth and 
fourth bytes from the LSB) of the address) of network 
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addresses (EUI-64) generated according to the predetermined 
rule from the identification data (MAC addresses) unique to 
apparatuses, the CPU 201 transmits a message (collision 
message) rejecting the network address obtained by the 
5 network interface 204 . 

[0049] Whether the network address (EUI-64) obtained by 
the network interface 204 falls in the space of the network 
addresses (EUI-64) generated according to the predetermined 
rule from the obtained identification data (MAC address) 
10 unique to the apparatuses is determined by comparing the 

value at the fixed data area (predetermined position) of the 
network address (EUI-64) with the predetermined value 
("fffe") . 

[0050] The processing procedure of a collision detection 
15 processing program executed by a router 103 will be 

described next by referring to Fig. 5. 

[0051] In Fig, 5, in step 501, it is determined whether 
the tentative address included in a received inquiry message 
matches the link local address of the LAN- side network 
20 interface 204 of the router 103. When they match, the 

processing proceeds to step 506. When they do not match, 
the processing proceeds to step 502. 

[0052] In step 502, it is determined whether the fifth 
and the fourth bytes from the LSB of the tentative address 
25 are "fffe". When they are not "fffe", the processing 
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proceeds to step 506. When they are "fffe" in step 502, the 
processing proceeds to step 503. In the process of step 502, 
it is determined whether the tentative address falls in the 
space of the network addresses generated according to the 
5 predetermined rule from the identification data (MAC 

addresses) unique to the apparatuses obtained by the network 
interface 204. 

[0053] In the present embodiment, when the fifth and the 
fourth bytes from the LSB of the tentative address are not 

10 "fffe" in step 502, it is determined that the network 

address (tentative address) obtained by the network 
interface 204 is not the network address (EUI-64) generated 
according to the predetermined rule from the identification 
data (MAC address) unique to the apparatus (for example, the 

15 PC 105) obtained by the network interface 204. 

[0054] In step 503, the MAC address is recovered from the 
tentative address by the following process. The lower-order 
three bytes of the tentative address are saved. Then, the 
tentative address is shifted to the right by three bytes to 

20 make the lower-order three bytes to zero. The logical OR of 

this value and the saved lower-order three bytes is taken. 
Then, the result and "02:00:00:00:00:00" are exclusive -ORed, 
and the lower-order six bytes are used as the recovered MAC 
address. Then, the processing proceeds to step 504. 

25 [0055] In step 504, the Ethernet address of the 
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transmission source of the request multi-cast received by 
the network interface 204 is obtained. Then, the processing 
proceeds to step 505. 

[0056] In step 505, the recovered MAC address recovered 
in step 503 is compared with the Ethernet address of the 
transmission source obtained in step 504. When they match, 
the processing is terminated. When they do not match, the 
processing proceeds to step 506. 

[0057] In step 506, a message indicating that the 
tentative address has a collision (has already been used) is 
transmitted to the LAN 101 in response to the inquiry 
transmitted by the request multi-cast. Then, the processing 
is terminated. This collision message is a management 
message rejecting the tentative address. The collision 
message is sent to the LAN 101 from the network interface 
204. In other words, when the network address (tentative 
address) obtained by the network interface 204 is not the 
network address (EUI-64) generated according to the 
predetermined rule from the identification data unique to 
the apparatus obtained by the network interface 204, a 
message rejecting the network address (tentative address) 
generated by the apparatus (PC 105) is transmitted. 
[0058] In the present embodiment, the MAC address is 
recovered from the tentative address (in step 503) and is 
compared with the Ethernet address of the transmission 
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source (in step 505). The interface ID may be generated 
from the Ethernet address of the transmission source 
according to EUI-64 and compared with the interface ID of 
the tentative address. 

[0059] An operation example will be described next by 
referring to Fig. 4. An address 401 is the link address of 
the LAN-side network interface 204 of the router 103. An 
address 402 is the MAC address of the PC 105. An address 
403 is an example tentative address generated from an 
interface ID generated by the PC 105 in a random manner. 
[0060] When the PC 105 sends a request multi-cast 
inquiring collision with this tentative address 403, since 
the fifth and fourth bytes from the LSB of the tentative 
address 403 are "fffe" and the MAC address recovered from 
the tentative address 403 differs from the MAC address of 
the PC 105, which is the transmission source of the request 
multi-cast, the router 103 transmits a collision message. 
Therefore, the PC 105 does not use this tentative address 
403. 

[0061] An address 404 is a tentative address using 
another interface ID generated by the PC 105 in a random 
manner. In this case, since the fifth and fourth bytes from 
the LSB of the tentative address 404 are not "fffe", which 
means that the tentative address 404 does not have an 
interface ID generated according to EUI-64, the router 103 



sends a collision message. 

[0062] An address 405 is the tentative address used when 
the interface ID is generated from the MAC address according 
to EUI-64 by the PC 105. In this case, since the fifth and 
fourth bytes from the LSB of the tentative address 405 are 
"fffe" and the MAC address recovered from the tentative 
address 405 matches the MAC address of the PC 105, which is 
the transmission source of the request multi-cast, the 
router 103 does not send a collision message. The PC 105 
will use this tentative address officially. The same 
conditions applies to an address 407 for the camera 104. 
Therefore, the camera 104 uses an address to which the 
prefix given by the router 103 is attached to access the 
server 106. Even in this case, the interface ID is the same 
as the link local address. With this, when the server 106 
has data indicating the relationship between MAC addresses 
and models, for example, the server 106 can identify the 
model of the camera 104 only by the IP address, and can send, 
for example, the revision information of firmware. 

Other embodiments 

[0063] In the above -described embodiments, the MAC 
address is recovered from the tentative address. The 
network address (EUI-64) may be generated according to the 
predetermined rule from the MAC address of a transmission 
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source and compared with the tentative address. 
[0064] While the present invention has been described 
with reference to what are presently considered to be the 
preferred embodiments, it is to be understood that the 
invention is not limited to the disclosed embodiments. On 
the contrary, the invention is intended to cover various 
modifications and equivalent arrangements included within 
the spirit and scope of the appended claims . The scope of 
the following claims is to be accorded the broadest 
interpretation so as to encompass all such modifications and 
equivalent structures and functions. For example, in the 
above-described embodiments, the address reservation 
apparatus also serves as the router. The address 
reservation apparatus may be an independent apparatus always 
connected to a network. The address reservation apparatus 
may be integrated with another apparatus . 

[0065] In the above -described embodiments, the interface 
ID is generated from an MAC address according to EUI-64 in 
an IPv6 network, in which the link layer is formed of an 
Ethernet. The present invention is not limited to this case. 
The present invention is applied to cases where the network 
address of each apparatus is generated from the 
identification data unique to the apparatus according to a 
specific method, and the network addresses generated 
according to the specific method are a proper subset of all 
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network addresses. In general, when a generated network 
address falls in the proper subset, but differs from the 
address generated from the identification data unique to the 
apparatus according to the specific method, a process for 
5 rejecting the network address is performed. 

[0066] In the above -described embodiments, one network is 
managed. However, the present invention is not limited to 
this case, and a plurality of networks may be managed. 
[0067] In the above -described embodiments, each apparatus 

10 has one network interface, and generates one link local 

address. However, each apparatus may have a plurality of 
network interfaces, or may generate a plurality of link 
local addresses. The processing of either of the above- 
described embodiments can be applied to each network 

15 interface or to each link local address to handle it. 

[0068] In the above-described embodiments, the computer, 
the CPU, or the MPU is used to operate the software program 
which implements the above-described functions. However, 
the whole or part of the functions may be implemented by a 

20 logic circuit. 

[0069] The present invention may also be applied to a 
system formed of a plurality of units, or to an apparatus 
formed of one unit. When a recording medium having recorded 
therein the program code of software which implements the 

25 functions in the above -described embodiments is loaded to a 
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system or an apparatus, and the system or a computer (a CPU 
or an MPU) of the apparatus reads and executes the program 
code stored in the recording medium, the functions are, of 
course, implemented. In this case, the program code itself 
read from the recording medium implements the functions in 
the above- described embodiments, and the recording medium 
having recorded therein the program code constitutes the 
present invention . 

[0070] As recording media for supplying the program code, 
floppy disks, hard disks, optical disks, magneto-optical 
disks, CD-ROMs, CD-Rs, magnetic tapes, non-volatile memory 
cards, and others can be used in addition to ROMs. 
[0071] The present invention includes not only a case 
where a computer executes the read program code to implement 
the functions of the above-described embodiments, but also a 
case where the OS and others running on the computer perform 
the whole or part of actual processing according to the 
instructions of the program code, and the processing 
implements the functions of the above -described embodiments. 
[0072] The present invention also includes a case in 
which the program code read from a recording medium is 
written into a memory provided for a function extension 
board inserted into a computer or into a memory provided for 
a function extension unit connected to the computer, a CPU 
and others provided for the function extension board or the 
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function extension unit performs the whole or part of actual 
processing according to the instructions of the program code, 
and the processing implements the functions of the above- 
described embodiments. 



